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Abstract

Measuringandmonitoringnetwork traf�c is of essentialsupportto managekey operationsin today's complex

Internetbackbonessuchasdetectinghot spots,traf�c engineering,usage-basedpricing andgaininginsightabout

thecompositionof the traf�c mix. However, actuallarge-scalenetworks areableto produce,in very shorttimes,

hugeamountsof datathatquickly resultdif�cult (eithertoo slow or expensive) to behandled.Moreover, methods

to log periodically randomlysampledpackets have shortcomings(inaccuracy amongthe others)that hinder the

analysisof traf�c data;but samplingundoubtelyallows to breakthe scalability barrier. Thus,a way to control

carefully theproduceddatasetis required:theability to select,aggregateandgroupIP �o ws playsa primerole in

a today's network monitoringandmeasurementtool. This paperis aboutpmacct, a setof tools to select,account

andaggregateIPv4 andIPv6 traf�c; it endorsesa simpleaggregationmethodrevolvedaroundthebasicconceptof

communicationprimitives(e.g.sourceanddestinationIP addresses,IP protocol,ToS/DSCP�eld): by arbitrarily

reducingthesetof primitivesthatunambiguouslyde�ne a speci�c �o w andby grouping�o ws logically, it is able

to merge micro-�ows into bigger macro-�ows on the basisof the exploited similarities betweenthem.Having

summarizedbut still accuratereportsof network activity, enablesoperatorsto gain a betterunderstandingabout

the statusof the observed network infrastructure.pmacctaims to be portableacrossUnix �a voursandef�cient

in termsof resourcemanagement;to have minimal requirementsto run anddependenciesto satisfy;and �nally

to give meaningfulinsight by allowing to characterizethe detail level of the produceddataset.

I . INTRODUCTION

IP networks are rapidly growing, covering almostevery cornerof the planetpushedalso by their attractive

wireless'arm', gettingfasterandjointly stressedby the increasingdemandfor broadbandaccessfrom research

and educationalinstitutions,of�ces, homesand co-locationamongthe othersin the global byte-hungrycom-

munity. Moreover networks are plaguedby a substantialbackgroundactivity generatedby Denial-of-Service

attacks,viruses,ande-mail spam.The increasingnumberof usersexposesthe connectednetworks to an high

replicationfactor of suchactivities and - thanksalso to larger sharesof bandwidthavailable per user(and a

somewhat fervent creativity) - widens largely the tipology of applicationsin use.While the times of sudden

hills in network graphsas unique �ngerprint of past and unknown network behaviours are quite far in the

memories,theactualability to have deepknowledgeof individual �o ws travelling backandforth theend-users

is not of muchhelp: the limit of a disruptive abundanceof datato get through.

As a commonresult, for network operatorsis becomingeven more importantto obtaindatawhich is ready

to be analyzedor correlatedby reportingandpresentationapplicationsin order to gain valuableinsight about

the network status,thus allowing to promptly extract the required informations.But becauseactual high-

speed,large-scalenetworks produce,in short times,big amountsof raw datathat cannotbe quickly processed,

it' s becomingmore importantbeing able to control the size and the quality of the produceddataset.Traf�c

aggregationgreatlyalleviatesthe problemby reducingthe set of primitives that de�ne a speci�c �o w and by



grouping�o w primitives into larger network entities(for exampleindividual IP addressesinto eithernetwork

pre�xesor AutonomousSystems);this methodologyallows to mergemicro-�ows into biggermacro-�ows,also

referredasaggregates,on the basisof the exploited similaritiesbetweenthemwhile continuingto preserve the

requiredtraf�c detail. Intuitively, the new degreeof similarity betweenthe �o ws is establishedby the number

of primitives into the reducedset. Summarizedtraf�c reportsare of valuablesupportfor a rangeof critical

operationslike but not limited to determiningthebusiestsegmentsof thenetwork, thresholdingsuddennetwork

events,monitoringthewell-provisioningof theunderlyinginfrastructure,SLA monitoring.Moreover, theability

to tag packets offers the opportunity for the deployment of innovative billing schemes(e.g., location-based)

beyond the usage-basedones.

Someimportant requirementsare at the root of a today's good passive monitoring software design:speed

(the ability to dealsmoothlyhigh link rates),scalability (by allowing moresensorsto work cooperatively in a

distributed fashion)and an high degreeof �e xibility (by allowing to characterizethe detailsof the produced

dataset).pmaccthasbeendevelopedwith thesegoalsin mind andmoreefforts have beenpushedin developing

andmantaininga cleanarchitecturethatallows for quick processingof incomingnetwork databasingalsoover

the observation that the computingspeedwill, in the very next future,no morecomparefavourablyto network

speed,further reducingthe numberof cyclesavailablebeforethe next packet arrives(the cycle budget)which

is alreadyalmostminimal in today's networks[6].

I I . BRIEF CONCEPTS

Let's give a de�nition of the primitivesand their properties,appliedto pmacctcontext:

� a primitive is a keyword that identi�es a speci�c portion of the headers'stackof a packet,

� eachkeyword is uniqueinto the alphabet:no two keys are identi�ed by the samename,

� eachportion of the stackis representedby just onekeyword andviceversa,

� the portion identi�ed by a keyword is strictly disjoint by any otherportion identi�ed by anotherkeyword.

A �ow de�nition is madeof a groupof primitives,plus few counters(e.g.,bytesandpacketscounter).Let's

now de�ne the conceptof �ow : it is a groupof packetsthat sharethe sameinstantiationof the �o w de�nition.

Basingon this, we will introducethe conceptof �ow aggregation as it is seenin pmacct.Let's give our �rst

�o w de�nition, � Flow, the following way:

�F lowf src host; dst host; ip proto;src port; dst port; sum(bytes); sum(packets)g

in real world, such grouping may representa typical unidirectionalgroup of packets transiting through the

Internetandcarryinga transportprotocol like TCP or UDP. Let's assume,for the easeof our discussion,that

valuesof both src hostanddst hostprimitivesarestatic;we will be ableto obtainsuchbehaviour by applying

a �lter (going practicalagain,such�lter would enableus to count the packets transitingbetweentwo speci�c

hosts).Then,generatingsometraf�c for a time � , we will populateSet� of j packets transitingbetweenthe

two hosts;by applyingour � Flow de�nition to theproducedSetj � , we will be ableto classifyits packetsinto

an x numberof �o ws:

Setj � (�F low) = x



x is the cardinalityof a new Set� which is the setof all � Flows requiredto classi�catethe j packets into the

Set� . Let's now give a new �o w de�nition, � Flow, which is effectively a supersetde�nition of � Flow. Let's

apply it to the producedSetx � :

�F lowf src host; dst host; sum(bytes); sum(packets)g;

Setx � (�F low) = 1

As a result,shown above, now we will beableto furtherclassify� Flows in our Set� into a single�o w, � Flow,

which representsthe grand total of packets and bytes transferredbetweenthe two hosts.Therefore,we will

termthis unique�o w anaggregateor macro-Flow andthe incrementalprocessof castingpacketsin a Set� into

� Flows, an aggregation process. We may proceedwith the above methodologyto obtainarbitraryaggregates.

However, it' s importantto noticethat while themethodologyitself allows to build arbitraryaggregates,in each

software (thus, including pmacct)theseare limited by the set of supportedprimitives (pmacctonesare listed

in the SectionX, AppendixA).

I I I . ARCHITECTURE OVERVIEW

pmacct daemons,pmacctdand nfacctd, sport a modular architecturewhich relies over a multi-process

organizationand a strict separationbetweenthe two main daemonoperations:packet gatheringand packet

processing.Themodulewhich focuseson gatheringpacketsfrom thenetwrokis termedcore processor simply

core; it is also in charge of a few additionaltasksincluding �ltering, pre-taggingandsampling.One or more

modulesare employed in packet processingand are termedplugin instancesor simply plugins. Eachplugin

communicateswith the Core process,through a private sharedmemory segment which, along with its state

variablesandpointers,is termedcommunicationchannelor simply channel.It is structuredasa circular queue

of arbitrarysize further divided in a numberof chunksor buffers: assoonasa buffer gets�lled up with fresh

data,it' s assignedto theplugin andthenext buffer is used.Theplugin is advicedthatnew dataareavailableon

the queuethroughan Out-Of-Band(OOB) signallationqueuewhich is socket-basedandis allocateda fraction

of the sizeof the main queue.It' s importantto noticethat not eachbuffer transitingfrom the Coreprocessto

theplugin is signalledthroughtheOOB queue:theplugin, in fact,is ableto gettheCoreprocessawarewhether

it' s actuallyblocked waiting for new datato be availableor it' s still processingsomebackloggedbuffer; if the

Core processis able to �ll the new buffer while the plugin is processingthe previous one, it will not signal

new buffer assignations:when the plugin will �nish to processthe old buffer, it will checkfor the arrival of

new databeforegoing to sleepagaininstead.While this mechanismhave shown almostno bene�ts whenfew

packets are processed,it has greatly helpedin reducingthe pressureover the kernel (becauseit effectively

avoids to crossthe userspace-kernelboundary)whenexposedto heavy traf�c rates.

The processof aggregatingnetwork datais distributedbetweenthe Coreprocessandthe plugin: the former

appliesthe proper�o w de�nition, the last is in charge of counters'accumulationandhistoricalbreakdown. In

the next subsectionswe will seethe working principlesof the modulesdescribedabove.



Fig. 1. daemonarchitectureoverview

A. Inside the Core process

The Coreprocessis broken in two parts:an upperonewhich collectsdatacoming from the network anda

lower onethat handlesplugin-relatedoperations:it framespackets into aggregates,applies�ne-grained �lters,

recollectsresourcesif a plugin diesandhascontrol on both (main andOOB) communicationchannels.While

the last one is commonfor the two daemons- nfacctdand pmacctd- the former is distinct, thus implying

the existenceof two executables.This hardseparationhasbeenpreferredfollowing the considerationthat each

packet capturingframework (e.g., libpcap[1], [2]) andexport protocol (e.g.,NetFlow[4], sFlow) needpeculiar

operationsin order to parseencapsulateddata: for example,NetFlow v9[8] requiresthat packets have to be

dissectedbasingover previously sent templates;libpcap insteadcapturesa speci�ed portion of eachpacket,

prependingtheman headerwhich containsinformationsabouttheallocatedbuffer without offering any further

support,so, IP packet fragmentationis entirely on the shoulderof the consumerapplication.

However, it' s also importantto notice few facts:

� thehardseparationmakespmaccteasilyextendibleto otherexport protocols,packet capturingframeworks

andstoragebackends,

� becausethe lower part of the Core is common,it works effectively asan abstraction layer,

� writing a new Corewill just requireto write the new speci�c upperpart,

� writing a new plugin, will just require to implement the commonhooking interface to let it work in

conjunctionwith all availableCores.

The Core processpipeline hasbeenleaved as fast as possible,for examplepreferringpre-arrangedroutine

pointersto conditionals,thoughfew additionaloperationsarehandledon thecritical path.The intuitive reasons

beyond suchchoice are: a) the operationis of global scopethus doing it elsewhere would lead to resource

wastingby repeatingit multiple times unnecessarily, b) pushingan unusefulpacket too deepin the pipeline

stageswould result in even worseeffects.

1) Theupperpart, pmacctd:pmacctdacquiresnetwork traf�c datausingthewell-known libpcapframework.

pmacctdis also able to request�ltering capabilitiesfrom the producerlibrary: being usually placeddirectly

into the kernel,this kind of �lter is lightning fast;however its global scopemakes this �ltering tier of limited



Fig. 2. Modularizationoverview

use.This is becausethe underlyingabstractionlayer supportsa �ne-grained second�ltering tier.

Theassemblyline startsoncea new packet is received;pmacctdvalidatesit andsetsbasepointersto protocol

headersuntil the transportlayer (e.g.,TCP, UDP): becausealmostall following operationswill needto deal

with speci�c header�elds, suchinitial book-keepingactivity will avoid lateron searchesthroughthe full buffer

body. The network layer (IPv4, IPv6) is handledproperly, taking careof fragmentation;the newly arranged

structureis thenpassedto the abstractionlayer entry point, the execplugins() function.

2) Theupperpart, nfacctd: nfacctdacquiresnetwork traf�c databy analyzingCiscoNetFlow packetssentto

it from oneor moreexportingagents(e.g.,NetFlow-enablednetwork equipments,NetFlow probes).Thedaemon

�rst checkswhetherthe agentis allowed to talk to it, thenappliesPre-Tagging(which will be discussedmore

in deeplater): it brie�y allows to assignan ID (a small positive integer) comparingone or multiple �elds of

the NetFlow packet, suchasthe incomingor outcominginterfaceor the enginethat have generatedthe packet,

with an user suppliedPre-Tag Map. nfacctd is able to handlemultiple versionsof the NetFlow protocol at

onceso that not all exportersare forced to talk the sameversion.Oncethe NetFlow packet is validatedand

its versionis recognizedsuccessfully, it is dissectedby the properroutine.Each�o w extractedsuccessfullyis

thensentto the abstractionlayer entry point, the exec plugins() function.

3) The lower part, the abstraction layer: all operationsin this layer are basedover the set of pointers

arrangedby the upperpart. Apart from the architecturalconsiderationalreadydonepreviously, the main tasks

of the abstractionlayer are to frame incoming datainto aggregates,apply the secondtier �lters and feed the

buffers to the attachedplugins,turning in a round-robinfashionamongthe active circular queues.The �e xible

�ltering capabilitiesavailablehereallow to assigneachplugin two different �lters, one that matchesPre-Tags

(if any) and the other that matchesagainsta libpcapexpression.



B. Inside the Plugins

Each plugin reads the packed buffers - containing the aggregates- sent by the Core processfrom its

communicationchannel.The receptionis quite straightforward: the plugin blocksuntil the arrival of new data

is signalledthroughtheOOB channel;oncea new buffer is readyto beprocessed,theaggregatescontainedinto

it are processedsequentially. Then,beforegoing to sit again,waiting for a new signal, the plugin will check

whethera new buffer hasalreadyarrived in themeanwhile;if this is thecaseit will getprocessedimmediately.

The plugins are differentiatedby the backend they use to storedata.The following sectionswill presentan

overview of the In-Memory Table(IMT) plugin and the SQL one1.

1) theIn-MemoryTable(IMT) plugin: storesaggregatesinto a memorystructure,organizedasanhashtable.

Such table is divided in a numberof buckets and aggregatesare direct-mappedto a bucket by the meanof

a modulo function. Collisions in eachbucket are solved building collision chains,organizedas linked-lists.

An auxiliar structure,a LSU cache(Last RecentlyUsed),is provided to speedup searchesand updatesinto

the main table. The LSU saves last updatedor searchedelementfor eachbucket: when a new operationon

the bucket is required,the LSU cacheis compared�rst; if it doesn't match,the collision chaingetstraversed

instead.Memory is requestedfrom the underlying operatingsystemin large chunks,called memorypools,

to limit as possiblethe bad effects (e.g., trashing)that could derive from the dispersionthroughthe memory

pagesof muchmorefrequenttiny allocations.Memory poolsaretracked via a linked list of descriptorsto ease

maintenanceoperationssuchas freeingunusedmemory.

Data storedinto the memory structurecan be accessedby a client tool communicatingwith the daemon

through a Unix Domain socket. The queriesmay be atomic (they contain just a single request)or batch,

allowing a singlequeryto encapsulateup to 4096requests.The availablequerytypesare 'bulk dataretrieval',

'group dataretrieval' (partial match),'singleentry retrieval' (exact match)and 'erasetable'. Additionally both

partialandfull matchesmaysupplya requestfor resettingthecountersfor thematchedentries.Theclient query

is evaluatedby theplugin: requeststhat needjust a shortstroll throughthe memorystructureareserved by the

plugin itself, theothers(for examplebatchqueriesor bulk dataretrieval) areful�lled by a new processspawned

by the plugin. Moreover, locks have beenimplementedto guaranteea successfulcohesistenceof long-lived

queriesandmutual-exclusive operationslike full tableerasure.Somebatchqueriesmay be fragmentedby the

operatingsystembecauseexceedingtheactualsocket size.They will requirea reassemblyprocessfor which is

in chargetheplugin assoonasit receivesa \x4 Endof Messageplaceholder. Whetheran incompletemessage

is received, it is discardedwhenthe associatedtimeoutexpires.

2) the SQLplugin: storesaggregatesinto a direct-mappedcache,organizedasan hashtable.Suchmapping

is computedvia a modulofunction; if thebucket alreadycontainsvalid data,thecon�ict is solvedwith theuse

of collision chains:the chain getstraversedand whetherit doesnot containany unusedelement,a new one

is appendedat the tail. New nodesareallocatedexploring two chances:if any nodehasbeenmarked stale(it

happenswhenan allocatednodeis unusedfor someconsecutive timeslots)it' s reusedby unlinking it from its

1As today, two distinct SQL pluginsenablepmacctto operatewith MySQL andPostgreSQLdatabases.However from the perspective

of this document,this differenceis not relevant. This is becausewe will refer to a genericSQLplugin.



old chainandthenlinking it to the currentone; if no free nodesareavailablethena new oneis created.Stale

nodesare then retired (that is, unallocated)if they still remainunusedfor longer times (RETIRE TIME**2).

To speedup lookupsof candidatenodesfor reallocationand retirement,an additionalLRU list of allocated

nodesis mantained.

The cacheis alsousedfor accumulationof countersand their historicalbreakdown. Aggregatesarepushed

into the DB at regular intervals; to speedup suchoperation,a queueof all pendingaggregatesis mantainedas

nodesare touched(either usedor reused),avoiding long walks throughtthe whole memorystructure.Actual

data(aggregates)areframedinto SQL querieswhich aresentto theDB. Becausein this momentis not known

whetheran INSERT query would createa duplicate,an UPDATE query is launched�rst and if no rows are

affected,the INSERT query is trapped.pmacctallows to revert this default behavior (it could be correctunder

certaincircumstances),skippingdirectly to the INSERT query. Whenthe purging event is �nished, aggregates

in the cacheare not unallocatedbut simply marked as invalid: while datacoherenceis preserved, we greatly

avoid to wasteCPU cycles.

TheSQL approachis undoubtelyfashinatingbecauseit opensnew chancesfor advancedoperationslike data

correlation,trappingof alertsby thresholdingspeci�c network events,etc. However the addedvalue of SQL

�e xibility hasan high price in termsof performanceconstraintsand resourcesconsumed.This argumentwill

be describedin the following sectionTheSQL limits.

Moreover, the healthof the databaseserver is ensuredby checkingfor the successfulresult of eachSQL

query. Whether the DB becomesunresponsive, a recovery �ag is raised. It remainsvalid, avoiding further

checks,for the entire purging event. If transactionsare being involved, an additionalreprocess�ag is raised:

it signalsthat all SQL queriesalreadysentsuccessfullyhave to be reprocessedbecausethe actualtransaction

will never get �nalized. The actionsavailable to recover dataare two:

� aggregatesarewritten into a structuredlog�le saved on the disk: a log�le is madeof (a) an headerwhich

containssomecon�guration parameters,(b) a templateheaderwhich containsthedescriptionof the record

structure,followed by (c) recordsdumpedby the plugin; the log�le may be handleda posterioriby the

meanof the two playertools available:pmmyplayandpmpgplay. The templatehasbeenthoughtto solve

backward compatibility issues:in fact, the recordstructureis very likely to changeover the time, asnew

primitivesmay be introduced.

� aggregatesarewritten to a backupdatabaseserver.

IV. TAGGING PACKETS

The ability to tag aggregatesis undoubtelyone of the most powerful featuresoffered by pmacct.Tagging

is broken down into two parts, called Pre-Tag and Post-Tag. Pre-Tagging is done in the upper part of the

Core proccessand it' s actually available only in nfacctdwhile it' s leaved as future work its implementation

in pmacctd;Post-Taggingis doneinto the lower part - the abstractionlayer - thus it works for both daemons.

Pre-Taggingis doneshortly after the NetFlow packet hasbeenvalidatedandunrolled:by looking up an user-

suppliedPre-Tag map and comparingthe map valueswith those in the NetFlow packet, nfacctd assignsa

small positive integer, called ID, to the �o w currentlyanalyzed.Also valuableare the addedPre-Tag �ltering



capabilitiesavailable in the abstractionlayer. Post-Tag is not basedon any lookup but �x ed and assignedto

a speci�c plugin so that eachaggregateassignedto it, is marked properly. The Post-Taggingstageis reached

after the aggregatehaspassedall �lters, if any.

V. FILTERING PACKETS

Eachactive plugin is appliedan aggregatede�nition. But it' s importantbeing able to control which traf�c

is assignedto which plugin; it could be desirableto apply the aggregatede�nition only to a speci�c fraction

of the network traf�c; this is a rathercommoncaseeven in the most simple scenarios:for example,to split

incomingfrom outcomingtraf�c it' s requireda pair of reverse�lters. Coreprocessabstractionlayer sportstwo

kind of �lters aimed to satisfy suchneeds:one matchesa libpcap expresson,the other matchesthe Pre-Tag

assignedby the upperpart.This last �lter , becauseof the intrinsic logical valueof a Pre-Tag, is greatlyuseful

allowing to deal with even more advancedscenariosthan the one presentedabove; in fact, by the meanof

a simple integer comparison,it allows to spreadthe aggregatesamongthe plugins, for example,to generate

traf�c matricesbetweeninterfaces,interceptthe traf�c directedto a speci�c link or to point out how multiple

interfacescomparein termsof traf�c generated.

VI . THE SQL LIMITS

SQL gives unparalledchancesto combine,compareand analyzedatabut exposessomehard limits when

applied to actual network traf�c rates.Mantaining the databaseconsistentand healty is a prime needand

requiresthe use of mechanismslike transactionsand indexes that have a considerableimpact in terms of

resourceconsumptionand which impact may also scalenegatively when the numberof tuples stored into

the databaseitself becomehuge.This is becauseboth SQL plugins sport a memorycache;however often it

doesnot suf�ce: in fact the cost of building and �ring over the network a tiny packet (e.g., by a malicious

user) is much cheapercomparedto the cost of accountingsuchpacket into the database.pmaccthasa way

to preprocessthe purging event - whenthe memorycacheis purgedandSQL queriesarecreated- effectively

thresholdingthe impact that an enormousamountof SQL queriesmay have on the database.The queriesmay

be just discardedor recoveredtemporarilyto the disk, allowing to be analyzed,processedand �nally sentto

the DB a posteriori.This quantitative methodhasbeenpreferred- leaving new approachesas future works -

beingnot fully convincedby its direct alternative, a simple-systematictail-droppingone(e.g.,pick the �rst N

toptalkers): thresholdinghardly somespeci�c aggregatevaluemay alter consistentlythe quality of the dataset.

VI I . FUTURE WORKS

While many efforts have alreadybeenspentto let the software to converge quickly to a stableand usable

phase,muchwork remainsstill to do. Experimentalresultshave demonstrated,as resultof previous works[3],

that a small numberof heavy talkers accountthe largest shareof traf�c: this leave great chancesto novel

paradigmsthat concentrateonly on macro-�ows, de�ned in this context as those �o ws that exceed some

thresholdwhen comparedto the total bandwidthavailable at a speci�c link. Suchmethodsmay endorsethe

conceptof scalability while limiting the loss of accuracy[5], [7]. Moreover, recently there has beena wide



�ourishing of interestingworks in �elds relatedto the network passive monitoring suchas promisingpacket

capturingframeworks and exporting protocols(e.g., IPFIX[10], [9]). The perspective would be to integrate

pmacctwith them.

Someinterestingissuesarestill in thewild eitherrequiringa comprehensive solutionor furtherexperimental

resultswhich may in turn dragto novel approaches;amongthemtheSQL barrier, a re�ned samplingtier anda

content-basedPre-Taggingscheme.A separatepaperwill cover broadly- in very next future - samplingtopics

andscenarioswhich arecurrentlyunderevaluation.

VI I I . AVAILABIL ITY

pmacct is distributed free of charge and under GPLv2 licence. It can be downloadedfrom the pmacct

homepage:http://www.ba.cnr.it/˜paolo/pmacct/ . SomeLinux distributions and FreeBSDhave

alreadyincludedpmacctin their userlandsoftware.
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X. APPENDIX A

The list of primitive codessupportedby pmacct,alongwith their descriptionis shown in the following table:

Primitive code Description

src mac SourceMAC (Physical)address

dst mac DestinationMAC (Physical)address

vlan VLAN id

src host SourceIP address

dst host DestinationIP address

tos DSCP/ IPv4 Type of Service/ IPv6 Classof Service

proto Transportlayer protocol

src port SourceUDP/TCPport

dst port DestinationUDP/TCPport

src net* Sourcenetwork pre�x

dst net* Destinationnetwork pre�x

src as* SourceAutonomoussystem

dst as* DestinationAutonomoussystem

sumhost! Sumof incomingandoutcomingtraf�c per IP address

sumnet*! Sumof incomingandoutcomingtraf�c per network pre�x

sumas*! Sumof incomingandoutcomingtraf�c per Autonomoussystem

sumport! Sumof incomingandoutcomingtraf�c per UDP/TCPport

none Enableno primitives:make global countersper interface



* The primitive requiresrequiresthe de�nition of a networks lookup mapto work correctly.

! The primitive is mutually exclusive.
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