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Abstract

Measuringandmonitoringnetwork traf ¢ is of essentiaupportto managekey operationsn today's comple
Internetbackbonesuchasdetectinghot spots,traf c engineeringusage-basegricing andgaininginsightabout
the compositionof thetraf c mix. However, actuallarge-scalenetworks areableto produce,in very shorttimes,
hugeamountsof datathat quickly resultdif cult (eithertoo slow or expensve) to be handled Moreover, methods
to log periodically randomly sampledpaclets have shortcomingginaccurag amongthe others)that hinderthe
analysisof trafc data; but samplingundoubtelyallows to breakthe scalability barrier Thus, a way to control
carefully the produceddatasets required:the ability to selectaggrgateandgrouplP o ws playsa primerolein
atoday’s network monitoringandmeasuremertbol. This paperis aboutpmacct, a setof toolsto select,account
andaggregyatelPv4 andIPv6 traf c; it endorses simpleaggr@ationmethodrevolved aroundthe basicconcepiof
communicatiorprimitives (e.g. sourceand destinationlP addressedP protocol, ToS/DSCP eld): by arbitrarily
reducingthe setof primitivesthatunambiguouslye ne aspeci ¢ o w andby grouping o ws logically, it is able
to meige micro- ows into bigger macro- ows on the basisof the exploited similarities betweenthem. Having
summarizedbut still accuratereportsof network actiity, enablesoperatorgo gain a betterunderstandingbout
the statusof the obsered network infrastructure pmacctaimsto be portableacrossUnix avoursand ef cient
in termsof resourcemanagementto have minimal requirementgo run and dependencieto satisfy;and nally
to give meaningfulinsight by allowing to characterizehe detail level of the produceddataset.

[. INTRODUCTION

IP networks are rapidly growing, covering almostevery cornerof the planetpushedalso by their attractive
wireless'arm’, gettingfasterandjointly stressedy the increasingdemandfor broadbandaccessrom research
and educationainstitutions, of ces, homesand co-locationamongthe othersin the global byte-hungrycom-
munity. Moreover networks are plaguedby a substantialbackgroundactivity generatedoy Denial-of-Service
attacks,viruses,and e-mail spam.The increasingnumberof usersexposesthe connectechetworks to an high
replicationfactor of suchactvities and - thanksalsoto larger sharesof bandwidthavailable per user(and a
someavhat fervent creatvity) - widenslargely the tipology of applicationsin use.While the times of sudden
hills in network graphsas unique ngerprint of pastand unknovn network behaiours are quite far in the
memoriesthe actualability to have deepknowledgeof individual o ws travelling backandforth the end-users
is not of muchhelp: the limit of a disruptive abhundanceof datato getthrough.

As a commonresult,for network operatords becomingeven more importantto obtain datawhich is ready
to be analyzedor correlatedby reportingand presentatiorapplicationsin orderto gain valuableinsight about
the network status,thus allowing to promptly extract the required informations. But becauseactual high-
speedarge-scalenetworks produce,in shorttimes, big amountsof raw datathat cannotbe quickly processed,
it's becomingmore importantbeing able to control the size and the quality of the produceddataset.Traf c

aggreyation greatly alleviatesthe problemby reducingthe setof primitivesthat de ne a specic ow and by



grouping o w primitivesinto larger network entities (for exampleindividual IP addresseto either network
pre x esor AutonomousSystems)this methodologyallows to meme micro- o ws into biggermacro- ows, also
referredasaggreyates,on the basisof the exploited similarities betweenthemwhile continuingto presere the
requiredtrafc detail. Intuitively, the new degreeof similarity betweenthe o ws is establishedy the number
of primitivesinto the reducedset. Summarizedrafc reportsare of valuablesupportfor a rangeof critical
operationdik e but not limited to determiningthe busiestseggmentsof the network, thresholdingsuddemetwork
events,monitoringthe well-provisioningof the underlyinginfrastructure SLA monitoring.Moreover, the ability
to tag paclets offers the opportunity for the deployment of innovative billing schemege.g., location-based)
beyond the usage-basednes.

Someimportantrequirementsare at the root of a today's good passive monitoring software design:speed
(the ability to dealsmoothlyhigh link rates),scalability (by allowing more sensordo work cooperatiely in a
distributed fashion)and an high degree of e xibility (by allowing to characterizeghe details of the produced
dataset)pmaccthasbeendevelopedwith thesegoalsin mind and more efforts have beenpushedn developing
andmantaininga cleanarchitecturehat allows for quick processingf incomingnetwork databasingalsoover
the obsenation that the computingspeedwill, in the very next future, no more comparefavourablyto network
speed further reducingthe numberof cyclesavailable beforethe next paclet arrives (the cycle budget)which

is alreadyalmostminimal in today's networks[§.

I1. BRIEF CONCEPTS

Let's give a de nition of the primitivesand their propertiesappliedto pmacctcontext:
a primitive is a keyword thatidenti es a speci ¢ portion of the headers'stackof a paclet,
eachkeyword is uniqueinto the alphabet:no two keys areidenti ed by the samename,
eachportion of the stackis representedby just one keyword and viceversa,
the portion identi ed by a keyword is strictly disjoint by ary otherportionidenti ed by anotherkeyword.
A ow de nition is madeof a group of primitives,plus few counters(e.g.,bytesand pacletscounter).Let's
now de ne the conceptof ow: it is a groupof pacletsthat sharethe sameinstantiationof the o w de nition.
Basingon this, we will introducethe conceptof ow aggregationasit is seenin pmacct.Let's give our rst

ow de nition, Flow, the following way:
F lowf src_host; dst_host; ip_proto; src_port; dst_port; sum(bytes); sum(packets)g

in real world, such grouping may representa typical unidirectionalgroup of paclets transiting through the
Internetand carrying a transportprotocol like TCP or UDP. Let's assumefor the easeof our discussionthat
valuesof both src_hostanddsthostprimitivesare static; we will be ableto obtainsuchbehaiour by applying
a lter (going practicalagain,such Iter would enableus to countthe pacletstransitingbetweentwo speci c
hosts).Then, generatingsometrafc for atime , we will populateSet of j pacletstransitingbetweenthe
two hosts;by applyingour Flow de nition to the producedSet; , we will be ableto classifyits pacletsinto
an x numberof o ws:
Set; (F low) = x



X is the cardinality of a new Set which is the setof all Flows requiredto classi catethe j pacletsinto the
Set . Let's now give anew ow de nition, Flow, which is effectively a supersetde nition of Flow. Let's

apply it to the producedSet, :
F lowf src_host; dst_host; sum(bytes); sum(packets)g;
Sety (F low) =1

As aresult,shavn abore, now we will be ableto furtherclassify Flowsin our Set into asingle ow, Flow,
which representghe grandtotal of paclets and bytestransferredbetweenthe two hosts. Therefore,we will
termthis unigue o w anaggregateor macro-Flav andtheincrementaprocesof castingpacletsin a Set into
Flows, an aggregation process We may proceedwith the abore methodologyto obtain arbitrary aggreyates.
However, it's importantto noticethat while the methodologyitself allows to build arbitraryaggreates,n each
software (thus, including pmacct)theseare limited by the setof supportedprimitives (pmacctonesare listed

in the SectionX, AppendixA).

Ill. ARCHITECTURE OVERVIEW

pmacct daemons,pmacctd and nfacctd sport a modular architecturewhich relies over a multi-process
organizationand a strict separationbetweenthe two main daemonoperations:paclket gatheringand paclet
processingThe modulewhich focuseson gatheringpacletsfrom the netwrokis termedcore processor simply
core;it is alsoin chage of a few additionaltasksincluding lItering, pre-taggingand sampling.One or more
modulesare employed in paclet processingand are termedplugin instancesor simply plugins. Eachplugin
communicateswith the Core processthrougha private sharedmemory sggmentwhich, along with its state
variablesand pointers,is termedcommunicatiorchannelor simply channel .t is structuredasa circular queue
of arbitrarysize further divided in a numberof chunksor buffers: assoonasa buffer gets lled up with fresh
data,it's assignedo the plugin andthe next buffer is used.The plugin is advicedthat nev dataareavailableon
the queuethroughan Out-Of-Band(OOB) signallationqueuewhich is soclet-basedandis allocateda fraction
of the size of the main queue.lt's importantto notice that not eachbuffer transitingfrom the Core processo
the pluginis signalledthroughthe OOB queuethe plugin, in fact,is ableto getthe Coreprocessawarewhether
it's actually blocked waiting for new datato be availableor it's still processingsomebackloggedouffer; if the
Core processis ableto Il the new buffer while the plugin is processinghe previous one, it will not signal
new buffer assignationswhen the plugin will nish to processthe old buffer, it will checkfor the arrival of
new databeforegoing to sleepagaininstead.While this mechanismhave shovn almostno bene ts whenfew
paclets are processedit hasgreatly helpedin reducingthe pressureover the kernel (becauset effectively
avoids to crossthe userspace&rnelboundary)whenexposedto heary trafc rates.

The processof aggreyatingnetwork datais distributed betweenthe Core processandthe plugin: the former
appliesthe proper o w de nition, the lastis in chage of counters'accumulatiorand historical breakdavn. In

the next subsectionsve will seethe working principlesof the modulesdescribedabove.
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Fig. 1. daemonarchitectureovervien

A. Insidethe Core process

The Core processs brokenin two parts:an upperone which collectsdatacoming from the network anda
lower onethat handlesplugin-relatedoperationsit framespacletsinto aggreyates,applies ne-grained lters,
recollectsresourcesf a plugin diesandhascontrol on both (main and OOB) communicationchannels While
the last one is commonfor the two daemons- nfacctd and pmacctd- the former is distinct, thus implying
the existenceof two executablesThis hard separatiorhasbeenpreferredfollowing the consideratiorthat each
paclet capturingframework (e.g.,libpcap[]], [2]) and export protocol (e.g., NetFlon[4], sFlow) needpeculiar
operationsin orderto parseencapsulatediata: for example, NetFlow v9[8] requiresthat paclets have to be
dissectedbasingover previously senttemplates;jibpcap insteadcapturesa speci ed portion of eachpaclet,
prependingheman heademwhich containsinformationsaboutthe allocatedbuffer without offering ary further
support,so, IP paclet fragmentations entirely on the shoulderof the consumerapplication.

However, it's alsoimportantto notice few facts:

the hardseparatiormakespmaccteasily extendibleto otherexport protocols,paclet capturingframenorks
and storagebaclkends,

becausehe lower part of the Coreis common,it works effectively as an abstraction layer,

writing a nev Corewill just requireto write the new speci ¢ upperpart,

writing a new plugin, will just require to implementthe common hooking interface to let it work in
conjunctionwith all available Cores.

The Core processpipeline hasbeenleaved as fastas possible,for example preferringpre-arrangedoutine
pointersto conditionals thoughfew additionaloperationsare handledon the critical path. The intuitive reasons
beyond suchchoice are: a) the operationis of global scopethus doing it elsavhere would lead to resource
wasting by repeatingit multiple times unnecessarilyb) pushingan unusefulpaclet too deepin the pipeline
stageswould resultin evenworseeffects.

1) Theupperpart, pmacctd: pmacctdacquiresnetwork traf c datausingthewell-known libpcapframework.
pmacctdis also able to request Itering capabilitiesfrom the producerlibrary: being usually placeddirectly

into the kernel, this kind of Iter is lightning fast; however its global scopemakesthis Itering tier of limited
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use.This is becauseahe underlyingabstractiorlayer supportsa ne-grained second ltering tier.

The assemblyline startsoncea new pacletis receved; pmacctdvalidatesit andsetsbasepointersto protocol
headerauntil the transportlayer (e.g., TCR, UDP): becausealmostall following operationswill needto deal
with speci ¢ headerelds, suchinitial book-keepingactiity will avoid lateron searcheshroughthe full buffer
body The network layer (IPv4, IPv6) is handledproperly taking care of fragmentation;the newly arranged
structureis then passedo the abstractionayer entry point, the execplugins() function.

2) Theupperpart, nfacctd: nfacctdacquiresnetwork traf ¢ databy analyzingCiscoNetFlov pacletssentto
it from oneor moreexportingagentge.g.,NetFlov-enablechetwork equipmentsNetFlon probes).Thedaemon

rst checkswhetherthe agentis allowed to talk to it, thenappliesPre-Tagging(which will be discussednore
in deeplater): it briey allows to assignan ID (a small positive integer) comparingone or multiple elds of
the NetFlowv paclet, suchasthe incomingor outcominginterfaceor the enginethat have generatedhe paclet,
with an user suppliedPre-Tag Map. nfacctdis able to handlemultiple versionsof the NetFlowv protocol at
onceso that not all exportersare forced to talk the sameversion.Oncethe NetFlonv paclet is validatedand
its versionis recognizedsuccessfullyit is dissectedy the properroutine. Each o w extractedsuccessfullyis
thensentto the abstractiorlayer entry point, the execplugins() function.

3) The lower part, the abstiaction layer: all operationsin this layer are basedover the set of pointers
arrangedoy the upperpart. Apart from the architecturalconsideratioralreadydone previously, the main tasks
of the abstractionlayer are to frame incoming datainto aggreyates,apply the secondtier Iters andfeedthe
buffersto the attachedplugins,turning in a round-robinfashionamongthe active circular queuesThe e xible

Itering capabilitiesavailable hereallow to assigneachplugin two different Iters, onethat matchesPre-Tags

(if any) andthe otherthat matchesagainsta libpcap expression.



B. Insidethe Plugins

Each plugin readsthe pacled buffers - containing the aggrgjates- sent by the Core processfrom its
communicationchannel.The receptionis quite straightforward: the plugin blocks until the arrival of new data
is signalledthroughthe OOB channelioncea new buffer is readyto be processedhe aggreyatescontainednto
it are processedequentially Then, beforegoing to sit again,waiting for a new signal, the plugin will check
whethera new buffer hasalreadyarrivedin the meanwhilejif this is the caseit will getprocessedmmediately
The plugins are differentiatedby the backendthey useto store data. The following sectionswill presentan
overview of the In-Memory Table (IMT) plugin andthe SQL oné'.

1) theIn-MemoryTable (IMT) plugin: storesaggreyatesinto a memorystructureorganizedasanhashtable.
Suchtableis divided in a numberof buckets and aggr@atesare direct-mappedo a bucket by the meanof
a modulo function. Collisions in eachbucket are solved building collision chains,organizedas linked-lists.
An auxiliar structure,a LSU cache(Last RecentlyUsed),is provided to speedup searchesand updatesinto
the main table. The LSU saves last updatedor searchedelementfor eachbucket: when a nev operationon
the bucket is required,the LSU cacheis comparedrst; if it doesnt match,the collision chain getstraversed
instead.Memory is requestedrom the underlying operatingsystemin large chunks, called memorypools
to limit as possiblethe bad effects (e.qg., trashing)that could derive from the dispersionthroughthe memory
pagesof muchmorefrequenttiny allocations.Memory poolsaretracked via a linkedlist of descriptordo ease
maintenanceperationssuchas freeing unusedmemory

Data storedinto the memory structurecan be accessedy a client tool communicatingwith the daemon
through a Unix Domain soclet. The queriesmay be atomic (they contain just a single request)or batch,
allowing a single queryto encapsulateip to 4096 requestsThe available querytypesare 'bulk dataretrieval’,
‘group dataretrieval' (partial match),'single entry retrieval' (exact match)and'erasetable'. Additionally both
partialandfull matcheanay supplyarequesfor resettingthe counterdor the matchedentries.The client query
is evaluatedby the plugin: requestghat needjust a shortstroll throughthe memorystructureare sered by the
plugin itself, the others(for examplebatchqueriesor bulk dataretrieval) areful lled by a new processpavned
by the plugin. Moreover, locks have beenimplementedto guaranteea successfukohesistencef long-lived
gueriesand mutual-exclusive operationdike full table erasure Somebatchqueriesmay be fragmentedby the
operatingsystembecausexceedingthe actualsoclet size. They will requirea reassemblyprocesdor whichis
in chagethe plugin assoonasit recevesa\x4 End of MessageplaceholderWhetheranincompletemessage
is receved, it is discardedvhenthe associatedimeoutexpires.

2) the SQLplugin: storesaggreatesinto a direct-mappeaache,organizedasan hashtable. Suchmapping
is computedvia a modulofunction; if the bucket alreadycontainsvalid data,the con ict is solved with the use
of collision chains:the chain getstraversedand whetherit doesnot containary unusedelement,a new one
is appendedt the tail. New nodesare allocatedexploring two chancesif ary nodehasbeenmarked stale (it

happensavhenan allocatednodeis unusedfor someconsecutie timeslots)it' s reusedby unlinking it from its

1As today two distinct SQL plugins enablepmacctto operatewith MySQL and PostgreSQldatabases-However from the perspectie
of this documentthis differenceis not relevant. This is becauseve will referto a genericSQL plugin



old chainandthenlinking it to the currentone;if no free nodesare availablethena new oneis created.Stale
nodesare thenretired (that is, unallocated)if they still remainunusedfor longertimes (RETIRE TIME**2).
To speedup lookups of candidatenodesfor reallocationand retirement,an additional LRU list of allocated
nodesis mantained.

The cacheis also usedfor accumulationof countersand their historical breakdevn. Aggregatesare pushed
into the DB at regularintervals; to speedup suchoperation,a queueof all pendingaggreyatesis mantainedas
nodesare touched(either usedor reused),avoiding long walks throughtthe whole memory structure.Actual
data(aggreates)areframedinto SQL querieswhich are sentto the DB. Becausén this momentis not known
whetheran INSERT query would createa duplicate,an UPDATE queryis launched rst andif no rows are
affected,the INSERT queryis trapped.pmacctallows to revert this default behavior (it could be correctunder
certaincircumstances)kippingdirectly to the INSERT query Whenthe purging eventis nished, aggrejates
in the cacheare not unallocatedbut simply marked as invalid: while datacoherencds presered, we greatly
avoid to wasteCPU cycles.

The SQL approachs undoubtelyfashinatingoecauset opensnew chancedor advancedoperationdik e data
correlation,trappingof alertsby thresholdingspeci ¢ network events,etc. However the addedvalue of SQL

e xibility hasan high price in termsof performanceconstraintsand resourcesonsumedThis argumentwill
be describedn the following sectionThe SQL limits.

Moreover, the health of the databasesener is ensuredby checkingfor the successfuresult of eachSQL
guery Whetherthe DB becomesunresponsie, a recovery ag is raised.It remainsvalid, avoiding further
checks,for the entire purging event. If transactionsare being involved, an additionalreprocessag is raised:
it signalsthatall SQL queriesalreadysentsuccessfullyhave to be reprocessedecausehe actualtransaction
will never get nalized. The actionsavailableto recover dataare two:

aggreyatesare written into a structuredog le saved on the disk: alog le is madeof (a) an heademwhich
containssomecon guration parameters(b) a templateheademwhich containsthe descriptionof the record
structure,followed by (c) recordsdumpedby the plugin; the log le may be handleda posterioriby the
meanof the two playertools available: pmmyplayand pmpgplay The templatehasbeenthoughtto solve
backward compatibility issues:in fact, the recordstructureis very likely to changeover the time, asnew
primitives may be introduced.

aggreyatesare written to a backupdatabasesener.

IV. TAGGING PACKETS

The ability to tag aggreyatesis undoubtelyone of the most powerful featuresoffered by pmacct. Tagging
is broken down into two parts, called Pre-Tag and Post-Tag. Pre-Taggingis donein the upper part of the
Core proccessand it's actually available only in nfacctdwhile it's leaved as future work its implementation
in pmacctd;Post-ggingis doneinto the lower part - the abstractionayer - thusit works for both daemons.
Pre-Taggingis doneshortly after the NetFlov paclet hasbeenvalidatedand unrolled: by looking up an user
supplied Pre-Tag map and comparingthe map valueswith thosein the NetFlow paclet, nfacctd assignsa

small positive integer, calledID, to the o w currently analyzed Also valuableare the addedPre-Tag ltering



capabilitiesavailable in the abstractionlayer Post-Bg is not basedon ary lookup but x ed and assignedo
a speci c plugin so that eachaggrejateassignedo it, is marked properly The Post-Bggingstageis reached

after the aggreyatehaspassedll lters, if ary.

V. FILTERING PACKETS

Eachactie plugin is appliedan aggrgyatede nition. But it's importantbeing able to control which trafc
is assignedo which plugin; it could be desirableto apply the aggrejatede nition only to a speci ¢ fraction
of the network trafc; this is a rathercommoncaseeven in the most simple scenariosfor example,to split
incomingfrom outcomingtrafc it's requireda pair of reverse lters. Coreprocessabstractiorlayer sportstwo
kind of Iters aimedto satisfy suchneeds:one matchesa libpcap expressonthe other matchesthe Pre-Tag
assignedy the upperpart. This last lter, becausef the intrinsic logical value of a Pre-Tag, is greatly useful
allowing to deal with even more advancedscenariosthan the one presentedabove; in fact, by the meanof
a simple integer comparison,t allows to spreadthe aggrgyatesamongthe plugins, for example,to generate
traf c matricesbetweeninterfaces,interceptthe trafc directedto a speci c link or to point out how multiple

interfacescomparein termsof traf c generated.

V1. THE SQL LIMITS

SQL gives unparalledchancesto combine,compareand analyzedatabut exposessomehard limits when
appliedto actual network trafc rates.Mantaining the databaseconsistentand healty is a prime needand
requiresthe use of mechanismdike transactionsand indexes that have a considerabledmpact in terms of
resourceconsumptionand which impact may also scale negatively when the numberof tuples storedinto
the databasetself becomehuge. This is becauseboth SQL plugins sporta memory cache;however often it
doesnot sufce: in fact the cost of building and ring over the network a tiny paclet (e.g., by a malicious
user)is much cheapercomparedto the cost of accountingsuch paclet into the databasepmaccthasa way
to preprocesshe purging event - whenthe memorycacheis purgedand SQL queriesare created- effectively
thresholdingthe impactthat an enormousamountof SQL queriesmay have on the databaseThe queriesmay
be just discardedor recoveredtemporarilyto the disk, allowing to be analyzed,processednd nally sentto
the DB a posteriori. This quantitatve methodhasbeenpreferred- leaving new approachess future works -
being not fully corvincedby its direct alternatve, a simple-systematitail-droppingone (e.g., pick the rst N

toptalkers): thresholdinghardly somespeci ¢ aggrejatevalue may alter consistentlythe quality of the dataset.

VIl. FUTURE WORKS

While mary efforts have alreadybeenspentto let the software to corverge quickly to a stableand usable
phase muchwork remainsstill to do. Experimentalresultshave demonstratedas resultof previous works[3,
that a small numberof heavy talkers accountthe largest shareof trafc: this leave greatchancesto novel
paradigmsthat concentrateonly on macro- ows, de ned in this contet as those ows that exceed some
thresholdwhen comparedto the total bandwidthavailable at a speci ¢ link. Such methodsmay endorsethe

conceptof scalability while limiting the loss of accurag[5], [7]. Moreover, recently there has beena wide



ourishing of interestingworks in elds relatedto the network passie monitoring such as promising paclket
capturing frameworks and exporting protocols (e.g., IPFIX[10Q], [9]). The perspectie would be to integrate
pmacctwith them.

Someinterestingissuesarestill in thewild eitherrequiringa comprehensie solutionor further experimental
resultswhich mayin turn dragto novel approachesamongthemthe SQL barrier are ned samplingtier anda
content-basedPre-TaggingschemeA separateaperwill cover broadly- in very next future - samplingtopics

and scenarioswhich are currently underevaluation.

VIII. AVAILABILITY

pmacctis distributed free of chage and under GPLV2 licence. It can be downloadedfrom the pmacct
homepagehttp://www.ba.cnr.it/"paolo/pmacct/ . SomelLinux distributions and FreeBSDhave

alreadyincludedpmacctin their userlandsoftware.

IX. ACKNOWLEDGMENTS

The authorwould like to thank Martin Anderbep, GianlucaGuida, Wim Kerkhof andthe mary userswho

have provided valuablecomments suggestiongnd supportduring the work.

X. APPENDIX A

Thelist of primitive codessupportedoy pmacct,alongwith their descriptionis showvn in the following table:

Primitive code | Description

srcmac SourceMAC (Physical)address

dstmac DestinationMAC (Physical)address

vlan VLAN id

srchost SourcelP address

dsthost DestinationlP address

tos DSCP/ IPv4 Type of Service/ IPv6 Classof Service
proto Transportlayer protocol

srcport SourceUDP/TCPport

dstport DestinationUDP/TCPport

srcnet Sourcenetwork pre x

dstnet* Destinationnetwork pre x

srcas SourceAutonomoussystem

dstag DestinationAutonomoussystem

sum.host Sumof incomingand outcomingtrafc per IP address
sumnett! Sumof incomingand outcomingtraf c per network pre x
sumagt! Sumof incomingand outcomingtraf c per Autonomoussystem
sumyport Sumof incomingand outcomingtrafc per UDP/TCP port
none Enableno primitives: make global countersper interface




* The primitive requiresrequiresthe de nition of a networks lookup mapto work correctly

I The primitive is mutually exclusie.

(1]

[2
(3]

[4]
(3]
(6]
(71
(8]
9]
(10]

REFERENCES

S. McCanneand V. JacobsonThe BSD Paclet Filter: A new architecturefor userlevel paclet capture,in 1993 Winter USENIX
confeence Jan.1993.

V. JacobsonS. McCanneand C. Leres.libpcap, The pcap(3)manualpage, LBL, Berkeley, CA, Oct. 1997.

C. Estanand G. Vamghese.New directionsin trafc measurementand accounting,in ACM SIGCOMM Internet Measuement
Workshop Nov. 2001.

Cisco SystemsCisco NetFlow. http://www.cisco.com/warp/public/732/Tech/net flow , 2003.

SampledCisco NetFlow, in CiscolOS releasel2.0S Aug. 2003.

H. Bos and G. Portokalidis.FFPF: Fairly Fast Padet Filters Technicalreport,Jan.2004.

C. Estan,K. Keys, D. Moore and G. Varghese Building a betterNetFlav, in ACM SIGCOMM Aug. 2004.

B. Claise,Cisco SystemsNetFlav ServicesExport Version9. RFC 3954 Oct. 2004.

S. Leinen, Evaluationof candidateprotocolsfor IP Flow InformationeXport. RFC 3955 Oct. 2004.

N. BrownleeandD. Plonka.IP ow informationexport (ip X) . IETF working group.



